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In any organization or business, information security, privacy and protection of data plays a vital 
role. There are various ways of providing security by DBA to manage user accounts, granting 
privileges and roles and auditing user activities. This paper provides us with the guidelines from 
database administrative point of view for protecting databases (including the data, the database 
applications or stored functions, the database systems, the database servers and the associated 
network links) against unauthorized access. It also describes how the backup administrator devises, 
implements, and manages a backup and recovery strategy. Generally, the purpose of a backup and 
recovery strategy is to protect the database against data loss and reconstruct the database after data 
loss. This paper mainly focuses on security issues that are associated with the database system that 
are often used by many firms in their operations. 
 
 
 
 
 
 
 
 
 

  

  
 

 
 
 
 
 
 
 
 

 
 

 
 

 

 
 

 
 

 
 

 
 
 
 
 
 

 
 

 
 

  
 
 

 

INTRODUCTION 
 

Information or data is a valuable asset in any organization. All 
organizations have now automated their information systems 
and other operational functions. They have maintained the 
databases that contain the essential information of the 
organization. So database security is a key concern. It deals 
with making database secure from any form of illegal access or 
threat at any level. Database security deals permitting or 
prohibiting user actions on the database and the objects inside 
it. It does not allow the unauthorized access to the 
data/information. Organizations demand the assurance that 
their data is protected against any malicious or accidental 
modification. Moreover, as organizations increase their 
adoption of database systems as the key data management 
technology for day-to-day operations and decision making, the 
security of data managed by these systems becomes crucial. 
Damage and misuse of data affect not only a single user or 
application, but may have disastrous consequences on the 
entire organization [1]. The recent rapid proliferation of Web-
based applications and information systems have further 
increased the risk exposure of databases and, thus, data 
protection is today more crucial than ever. Data protection is 
ensured by different components of a database management 
system (DBMS). In particular, an access control mechanism 

ensures data confidentiality. Whenever a user tries to access a 
data object, the access control mechanism checks the rights of 
the user against a set of authorizations, stated usually by some 
security administrator [2]. An authorization states whether a 
user can perform a particular action on an object. 
Authorizations are stated according to the access control 
policies of the organization. Data confidentiality is further 
enhanced by the use of encryption techniques, applied to data 
when being stored on secondary storage or transmitted on a 
network. Recently, the use of encryption techniques has gained 
a lot of interest in the context of outsourced data 
management.[3].  
 

Figure 1 below shows the properties of database security that 
are: confidentiality, integrity and availability.  
 

 
 

Fig 1 Properties of database security 
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Confidentiality, integrity and availability, also known as 
the CIA triad, is a model designed to guide policies for 
information security within an organization. The elements of 
the triad are considered the three most crucial components of 
security. In this context, confidentiality is a set of rules that 
limits access to information, integrity is the assurance that the 
information is trustworthy and accurate, and availability is a 
guarantee of reliable access to the information by authorized 
people.  
 

Data/information is always a most important asset for any 
organization whose security cannot be compromised. With the 
advances in technology, the risk to these valuable assets 
increases. So their security is a big challenge. In [4] different 
database security layers are defined shown in figure2 below. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

The various layers are: security officer, database administrator 
(DBA), system administrator, developers and employee. For 
each layer some well-defined security policies have been 
anticipated. These policies ensure the security features, privacy, 
confidentiality and integrity. Among all the layers, DBA layer 
plays a vital role in ensuring database security. 
 

Related Work 
 

Early research efforts in the area of access control models and 
confidentiality for DBMSs focused on the development of two 
different classes of models, based on the discretionary access 
control policy and on the mandatory access control policy. This 
early research was cast in the framework of relational database 
system by the availability of declarative query languages, such 
as SQL. A first relevant recent research direction is motivated 
by the trend of considering databases as a service that can be 
outsourced to external companies. An important issue is the 
development of query processing techniques for encrypted 
data. Several specialized encryption techniques have been 
proposed, such as the order-preserving encryption technique by 
Agrawal et al. [5]. A second research direction deals with 
privacy-preserving techniques for databases, an area recently 
investigated to a considerable extent. Research in this direction 
has been motivated, on one side, by increasing concerns with 
respect to user privacy and, on the other, by the need to support 
Web-based applications across organization boundaries. In 
particular privacy legislation, such as the early Federal Act of 
1974 [6] and the more recent Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) [7] and the Children’s 

Online Privacy Protection Act (COPPA) [8], require 
organizations to put in place adequate privacy- preserving 
techniques for the management of data concerning individuals. 
The new Web-based applications are characterized by the 
requirement of supporting cooperative processes while 
ensuring the confidentiality of data. This research direction is 
characterized by a number of different approaches and 
techniques, including privacy-preserving data mining [9], 
privacy-preserving information retrieval, and databases systems 
specifically tailored toward enforcing privacy [10]. 
 

After studying various research papers on database security, a 
need arises to discuss various techniques adopted by DBA to 
provide high level of security to organization’s database by 
granting appropriate database access privileges, assigning roles, 
auditing user activities, administering backup and recovery 
solutions and implementing various RAID levels on database 
files at different levels. 
 

Administering Database 
   

As an administrator, in order to allow users to access the 
database, DBA must create user accounts and grant appropriate 
database access privileges to those accounts.  
 

User accounts access 
 

A user account is identified by a user name. It also defines the 
attributes of the user like: 
 

 Authentication method 
 Password for database authentication 
 Table space quotas 
 Default table spaces for permanent and temporary data 

storage 
 Account status (locked or unlocked) 
 Password status (expired or not) 

 
While creating a user account, we must not only assign a user 
name, a password, and default table spaces for the account, but 
must also perform the following: 
 

 Grant the appropriate system privileges, object 
privileges, and roles to the account. 

 If the user further needs to create database objects, then 
allocate the user account a space usage quota on each 
tablespace in which the objects will be created. 

 

When a user account is created, a schema for that user is 
implicitly created. A schema is a logical container for the 
database objects (such as tables, views, triggers, and so on) that 
the user creates [11]. The schema name is same as the user 
name, and the objects owned by the user can be unambiguously 
referred by this schema name. For example, hod.teacher refers 
to the table named TEACHER in the HOD schema.  
 

The basic level of database security is provided by granting the 
User privileges which are designed to control user access to 
data and to limit the kinds of SQL statements that users can 
execute. While creating a user, privileges are granted to enable 
the user to perform various activities like 
 

 To connect to the database 
 To run queries and make updates 
 To create schema objects, and more. 

 

 
Fig 2 Security layers at Organizational Level 
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There are two main types of user privileges: 
 

 System privileges-A system privilege gives a user the 
ability to perform a particular action, or to perform an 
action on any schema objects of a particular type. For 
example, the system privilege CREATE TABLE permits 
a user to create tables in the schema associated with that 
user, and the system privilege CREATE USER permits a 
user to create database users. 

 Object privileges-An object privilege gives a user the 
ability to perform a particular action on a specific 
schema object. Different object privileges are available 
for different types of schema objects. The privilege to 
select rows from the TEACHER table or to delete rows 
from the DEPARTMENT table is examples of object 
privileges. 

 

Administering Roles 
 

Roles can make easier to manage privileges. Roles are named 
groups of related system and object privileges. Roles are 
created, system and object privileges are granted to the roles, 
and then roles are granted to the users to other roles. Unlike 
schema objects, roles are not contained in any schema. 
 

Table 1 lists three widely used roles that are predefined in 
Oracle Database. These roles can be granted at creation time or 
at any time thereafter. 
 

Table 1 Oracle Database Predefined Roles 
 

Roles Description 

CONNECT 

Enables a user to connect to the database. Grant this role to 
any user or application that needs database access. If a user 
is created using Database Control, then this role is 
automatically granted to the user. 

RESOURCE 

Enables a user to create, modify, and delete certain types of 
schema objects in the schema associated with that user. 
Grant this role only to developers and to other users that 
must create schema objects.  

DBA 

Enables a user to perform most administrative functions, 
including creating users and granting privileges; creating and 
granting roles; creating, modifying, and deleting schema 
objects in any schema; and more. It grants all system 
privileges, but does not include the privileges to start or shut 
down the database instance. It is by default granted to 
users SYS and SYSTEM. 

 

Granting and Revoking Privileges  
 

We can GRANT and REVOKE privileges as shown in Table 2 
on various database objects in Oracle like granting and 
revoking privileges on tables or on functions and procedures. 
 

Table 2 Privileges and their Description 
 

Privilege Description 
Select Ability to perform SELECT statements on the table. 
Insert Ability to perform INSERT statements on the table. 
Update Ability to perform UPDATE statements on the table. 
Delete Ability to perform DELETE statements on the table. 
References Ability to create a constraint that refers to the table. 

Alter 
Ability to perform ALTER TABLE statements to change the table 
definition. 

Index 
Ability to create an index on the table with the create index 
statement. 

All All privileges on table. 
 

Example: Suppose we want to grant the user named NICK 
the APPDEV role, which enables him to create database 
objects in his own schema and Create Anytable and 
Create Any View system privileges to enable him to create 

tables and views in other schemas besides his own. Further, we 
want him to be able to view the tables in the hr sample schema 
and we want to grant him the SELECT object privilege on 
those tables, then we have to grant the following privileges and 
roles to Nick. 
 

Grant Type Privilege or Role Name 
System privileges CREATE ANY TABLE, CREATE ANY VIEW 
Object privileges SELECT on all tables in the hr schema 
Roles APPDEV 

 

Auditing User Activity 
 

Sign-On Audit feature is provided by Oracle Applications that 
allows to: 
 

 Track user activities like what users are doing and when 
they do it. 

 Select who to audit and what type of information to 
audit. 

 View quickly online what users are doing. 
 Check the security of the application. 

 

The usernames, terminals, and the dates and times the users 
access applications can be recorded with Sign-On Audit 
feature. It can also keep track of the responsibilities and forms 
the users use, as well as the concurrent processes they run. 
 

Major Features of Sign-On Audit [12] are as follows 
 

Selective Auditing 
 

Sign-On Audit allows us to choose who to audit and what type 
of user information to track. It also determines what audit 
information we need to match the organization's needs. 
 

Monitor Application Users 
 

The online, real-time information about who is using 
Applications and what they are doing can be checked by the 
Monitor Users form. It allows us to see what users are signed 
on, how long they have been working on forms, what 
responsibilities, forms, and terminals they are using and what 
processes they are using. 
 

Sign-On Audit Reports 
 

The historical, detailed information on what users do in the 
application can be seen by Sign-On Audit Reports. It allows us 
to search criteria to narrow the search for information. Sign-On 
Audit information to create easy-to-read reports can also be 
sorted. 
 

Defining Backup and Recovery Strategy 
 

Database backup, restoration and recovery 
 

Database backup is the process of making copies of the data 
files, control file, and archived redo log files.  Database 
restoration is the process of copying the database from a 
backup medium (typically disk or tape) to their original or to 
new locations. Database recovery means updating database 
files (typically using online redo log files), restored from a 
backup with the changes made to the database after the backup. 
 

A backup can be of two types, either a physical backup or 
a logical backup. Physical backups are copies of the physical 
files (data files, control files, and archived redo logs) used to 
store and recover a database. Every physical backup is a copy 
of files that store database information to another location, 
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whether on disk or on tape. Logical backups contain logical 
data such as tables and stored procedures. Oracle Data Pump 
can be used to export logical data to binary files, which can be 
later imported into the database. For efficient backup and 
recovery strategy, physical backups play a vital role.  
 

Defining a backup and recovery strategy 
 

Oracle Database features provides automatic management of 
backup and recovery files and operations. To take maximum 
benefit of this feature, configure the database as follows: 
 

 Use a fast recovery area, which automates storage 
management for most backup-related files, and 
specify it as an archived redo log file destination. 

 Run the database in ARCHIVELOG mode so that 
online backups can be performed and have data 
recovery options such as complete and point-in-time 
media recovery. 

 

Several policies can also be set that governs which files are 
backed up, what format is used to store backups on disk, and 
when files become eligible for deletion. 
 

RAID implementation 
 

RAID is the abbreviation used to describe Redundant Arrays of 
Inexpensive Disks. A mechanism for load balancing and 
securing the data across multiple disks [13] is provided by 
various RAID levels. This section discusses about the most 
commonly used RAID levels and how they should be used with 
Oracle. 
 

RAID Levels 
 

The most commonly used RAID levels and their description 
are listed below in Table 3: 
 

 

 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 

Oracle RAID Usage 
 

It is essential to know what the different RAID levels do and 
which level should be used for Oracle? Here are some 
suggestions as shown in Table 4, with the RAID levels listed in 
order of preference. 
 

An integrated suite of high availability solutions is offered by 
Oracle Database. It increases availability and eliminates or 
reduces both planned and unplanned downtime. It also 
increases system utilization on the primary and secondary 
systems. Moreover, it helps in the improvement of overall 
system performance, scalability, and manageability. For the 
primary database, all hardware resources are leveraged for 
performance and scalability. For secondary or disaster recovery 
systems, system and database resources can be used with the 
Active Data Guard option.  
 

CONCLUSION 
 

Data to any organization is a most valuable property. Security 
of sensitive data is always a big challenge for an organization 
at any level. In today’s technological world, database is 
vulnerable to hosts of attacks. Organizations now are relying on 
data to make decisions on various businesses operations that 
enhance their operations. Therefore, it is prudent to keep 
sensitive information away from unauthorized access. This 
paper helps us to understand how DBA creates user accounts 
and grant various privileges and roles at various levels to 
protect the database from unauthorized access. It also described 
the Backup administration tasks that typically include planning 
and testing responses to different kinds of failures, configuring 
the database environment for backup and recovery, setting up a 
backup schedule, monitoring the backup and recovery  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 3 RAID levels and their description 
 

RAID  
Level 

Description 

None 
Since each RAID operation involves a certain management overhead, then RAID can be avoided if the requirement is for optimum write speed and no 
data protection. 

0 
To balance the load across the disk array, this RAID level provides automatic block level striping of data across multiple disks. It doesn’t provide any 
protection from data loss. 

1 
RAID level 1 is also known as disk mirroring. A complete copy of each disk on at least one other disk is kept by the RAID controller. In case of a disk 
failure the RAID controller switches to one of the mirrors to prevent system failure. To provide increased levels of security, double or triple mirroring 
can be used. 

0+1 
To get the benefits of block level striping across the array and the security of disk mirroring, RAID level 0+1 combines RAID 0 and RAID 1 
respectively. The striping occurs across disks and the entire set is mirrored. 

1+0 or 
10 

This is the best RAID level for Oracle as this is a combination of RAID 1 and RAID 0. It is different from RAID level 0+1 as each disk is mirrored 
individually and striping occurs across all the mirrored pairs. 

5 

This RAID level stripes data and parity information across 3 or more disks. The parity information allows the contents of lost blocks to be derived. 
When a disk failure occurs, the significant write overhead associated with this RAID level make it slower than the previous methods. But it is very cost 
effective as it requires far fewer disks. Earlier, RAID 5 was avoided for database applications but improvements in disk speed and controller 
performance makes it a viable solution for data files if performance is not a consideration. 

 

Table 4 RAID levels with their order of preference 
 

File Type Preferred RAID Level Comments 

Control Files 
RAID1+0, RAID 0+1, 
RAID0, No RAID 

Make sure that at least one copy of the control file is always available as the Control files are updated constantly. The quicker the 
files can be accessed the better would be the performance. Multiple control files should always be used whether any RAID level 
is used or not. 

Datafiles 
RAID1+0, RAID 0+1 
or RAID 5 

Datafiles that have more I/O requirements should use RAID 1+0 (or 0+1). This is the fastest and most secure option. RAID 5 can 
be used to reduce costs. Most I/O operations to datafiles are buffered, with the physical writes happening in the background.  

Temporary 
Datafiles 

NoRAID, RAID 0 
The main requirement of temporary datafiles is fast access, not reliability. If the datafile is lost it can simply be recreated as there 
is no data to restore. 

Archived Redo 
Logs 

RAID1+0, RAID 0+1, 
RAID0, No RAID 

These should always be multiplexed. If space is an issue, rely on RAID to provide redundancy. If archived redo logs are lost, then 
we have to compromise the backup and recovery. 

Rollback/Undo 
Datafiles 

RAID1+0, RAID 0+1 
These files require constant I/O and must be protected. They cannot be multiplexed by Oracle but the hardware can do the 
multiplexing. 

Online Redo Logs 
RAID1+0, RAID 0+1, 
RAID0, No RAID 

The redo Logs should always be multiplexed whether any RAID level is used or not. 
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environment, troubleshooting backup problems and recovering 
from data loss. It also described the various RAID levels and 
their appropriate uses to protect various database files. 
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